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1 Background 2 Challenges & Previous Work

Challenge 1. Credential availability
Loss of (all) auth. devices does not lead to loss of credentials
- leverages public key authentication <--> & A backup token dedicated to recovery [1, 2]
Resistant to attacks <--> & A group signature for multiple devices [3]
Challenge 2. Credential security
Credentials (private keys) never leave hardware devices
<--> & Passkeys (multi-device FIDO credential)
Challenge 3. Recovery scalability
Recovery of web access does not take much time and effort [4]

Fast IDentity Online (FIDO) is emerging

e.g., phishing and man-in-the-middle
X Account recovery
when authentication devices are lost

3 Proposal: Cloudauthn
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_ Always encrypted in both memory and storage - Users notify the clouc?l of lost authentication devices
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4 Implementation
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Authenticator Registration with Cloudauthn
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